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Manage and Standardize Guest PC Access 
with VMware ACE

Guest Access Challenges
Most companies rely on a wide array of outside partners to meet 
business needs. Partners such as consultants, contractors, auditors, 
suppliers, and distributors often require access to your enterprise data. 
However, providing this access can create several challenges for your 
IT department:

• Security: Many partners will need to use their own PCs to connect to 
your enterprise systems. Because these computers are not under the 
control of your IT department, they may not meet your security and 
virus protection standards and may expose your enterprise data to 
misappropriation or theft.

• Manageability: Creating, deploying, and supporting systems with 
the necessary settings, applications, and patches to access your 
network becomes almost impossible with the growing number of 
unmanaged PCs that need remote access.

• Cost: Companies must either provision PCs for partners to use or allow 
partners to use their own PCs to connect to enterprise resources. In 
both cases the cost in time and money can be staggering. Research 
indicates that 80% of the total cost of a PC is in management and sup-
port.

Meeting the Challenge: VMware ACE
VMware ACE™ uses proven virtualization technology from VMware® to 
deliver secure and manageable standardized, portable, and isolated 
PC environments. 

Creating what is known as assured computing environments, VMware 
ACE will let you:

• Contain a complete system: operating system, applications, and data, 
which can be isolated from unmanaged and unsecured “host” com-
puting environments

• Run without modifi cation on any industry-standard PC 

• Include a set of policies to control the expiration and capabilities of 
the virtual machine

• Enforce IT policies within a completely secure, controlled environ-
ment

Why Use VMware ACE for Guest Access 
Using VMware ACE, you can address the problems of granting guest 
access from unmanaged and unsecured PCs.  With VMware ACE you 
can:

• Reduce the security risk from unmanaged and unsecured PCs by 
enforcing compliance with IT policies

• Protect sensitive enterprise data through encryption, copy protec-
tion and hardware access controls

• Streamline support and management of guest PCs through the use 
of hardware-independent PC environments

• Use ‘host quarantine’ capability to grant access to enterprise resourc-
es from ACE, but restrict access to the host PC

• Expire the entire PC environment at end of a project

������������

��������������

��������������������



VMware, Inc. 3145 Porter Drive  Palo Alto CA 94304 USA Tel 650-475-5000 Fax 650-475-5001 www.vmware.com 
VMware Global Inc. EMEA Headquarters Quatro House Lyon Way Frimley Camberley Surrey GU16 7ER UK
Tel  +44 (0) 1276 804500 Fax +44 (0) 1276  804800
Copyright © 2005 VMware, Inc. All rights reserved. Protected by one or more of U.S. Patent Nos. 6,397,242 and 6,496,847; patents pending. VMware, the VMware 
“boxes” logo, GSX Server and ESX Server are trademarks of VMware, Inc. Microsoft, Windows and Windows NT are registered trademarks of Microsoft Corporation. 
Linux is a registered trademark of Linus Torvalds. All other marks and names mentioned herein may be trademarks of their respective companies. 
ACE_guest_work_sds_eng_Q105

   S O LU T I O N s  D ATA S H E E TV M WA R E  

Summary of VMware ACE Benefits for Guest PC Access

Manageability • Provision standardized PC environment to guest-owned PCs.

• Simplify support of guest-owned PCs.

Security • Deny network access to the guest worker’s PC; grant network access 
to ACE. Set expiration dates for ACE environments corresponding to 
contract terms for guest workers.

• Protect sensitive enterprise data through encryption of entire 
environment, copy protection, and hardware access.

Cost Effectiveness • Reduce IT support and management costs by standardizing guest access 
environment.

• Eliminate need for “PC pool” for guest access.

Problem:  LG Software needed a way to quickly and easily set up 
training classes at customer sites, which had varying hardware.

C U S T O M E R  U S E  C A S E  E X A M P L E :  

Solution:  ALG Software uses VMware ACE to provided prepackaged 
virtual machines that can be used at client sites for training.

To learn more, evaluate or purchase VMware ACE, please visit: http://www.vmware.com/ace


